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Computer Communications and Networks

Chapter One

1-1 Introduction to data communication

Data communications and networking are changing the way we do business and
the way we live. Business decisions have to be made ever more quickly, and the

decision makers require immediate access to accurate information.
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e The development of the personal computer brought a big changes for business,
industry, science, and education A similar revolution is occurring in data
communications and networking. Technological advances are making it possible
for communications links to carry more and faster signals,
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e One goal is to be able to exchange data such as text, audio, and video from all
points in the world. We want to access the Internet to download and upload
information quickly and accurately and at any time.
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2-1 Data Communication Uil Jals
When we communicate, we are sharing information. This sharing can be local or
remote. Between individuals, local communication usually occurs face to face,
while remote communication takes place over distance.
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The term telecommunication which includes telephony, telegraphy, and television,

means communication at a distance (tele is Greek far ")
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Data communications are the exchange of data between two devices via some
form of transmission medium such as a wire cable.

3-1 Data communications system depends on four fundamental

characteristics: cbibal) Jabs alas 4 5 5 5all Jal gal)

1. Delivery: The system must deliver data to the correct destination.

2. Accuracy: The system must deliver the data in perfection way.

3. Timeliness: The system must deliver data in a timely manner. Data delivered late
are useless. In the case of video and audio. This kind of delivery is called real time
transmission

4. Jitter: Jitter refers to the variation in the packet arrival time (uneven delay) . Or a
phenomenon in real time traffic caused by gaps between consecutive packets at the
receiver ..(International Call)
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4-1 Components <uball Jabs dakail b sy

A data communications system has five components:

Message L] —>

Medium

Receiver

1- Message: is the information (data) to be communicated. Popular forms of
information include (text, numbers, pictures, audio, and video).

2- Sender: is the device that sends the data message. It can be a computer,
workstation, telephone handset, video camera, and so on.

3- Receiver: is the device that receives the message It can be a computer,
workstation, telephone handset, television, and so on

4- Transmission medium: is the physical path by which a message travels from sender
to receiver. Like twisted pair wire, coaxial cable, fiber optic cable, and radio
waves.

5- Protocol: is a set of rules that govern data communications. It represents an
agreement between the communicating devices Without a protocol, two devices
may be connected but not communicating, just as a person speaking French cannot
be understood by a person who speaks only Japanese.
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5 -1 Data Representation<blall Jiia

Information today comes in different forms such as ( text, numbers, images, audio and
video)

1. Text: it is represented as a bit pattern, a sequence of bits 0 or 1, For example
which uses 32 bits to represent a symbol or character

2. Numbers: the number is directly converted to a binary number to simplify
mathematical operations

3. Images: an image is composed of a matrix of pixels (picture elements), where
each pixel is a small dot The size of the pixel depends on the resolution After an
image is divided into pixels, each pixel is assigned a bit pattern.

4. Audio: Itis continuous, not discrete. Even when we use a microphone to change
voice or music to an electric signal.

5. Video: It can either be produced as a continuous entity (e.g. by a TV camera), or it
can be a combination of images, each a discrete entity, arranged to convey the idea

of motion.
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6-1 Transmission Mode Jw )Y 3sa

Communication between two devices can be( simplex , half duplex ,and full
duplex) oS Gl on Juaty)
> Slmplex: The communication is unidirectional, as on a one way street.

Only one of the two devices on a link can transmit the other can only
receive. Such as keyboards and monitors.

oocooooo

Direction of data . = ]}
s

Monitor

Mainframe

> Half Duplex: In half duplex mode, each station can both transmit
and receive, but not at the same time Such as traffic allowed in both

directions.

Direction of data at time 1
T

~=F
Direction of data at time 2 Workstation

Workstation

> Full Duplex: Both stations can transmit and receive simultaneously.
An example of full duplex communication is the telephone network. When
two people are communicating by a telephone line, both can talk and listen

at the same time.

Workstation Workstation
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7-1 Networks i

A network is a set of devices (often referred to as nodes) connected by communication
links.

Distributed Processing 4e ) sall 4adas¥)

Most networks use distributed processing, in which a task is divided among multiple

computers. 3 ¢! sl Qs 3ae G algall @) 58 4l s de ) gall Ladai¥) IS 2ot

Network Criteria 48l &lasaa
The most important of these are performance , reliability , and security.
i) e Jal e elld A Lay cdasae ey 4l (S relaY)
» Performance: it can be measured in many ways, including transit time and
response time. alaiw¥l Cd s 5 Jiu jY¥) Gl g i (3 yha Baay 4l (Say ; elaY)
1) Transit time: is the amount of time required for a message to travel
from one device to another. Jbu) da) (e o sllaall i gl o Jla yY)
Al e el
2) Response time is the elapsed time between an inquiry and a response.
Al 5 Hladial) o aaiall Gl ga LtV iy

Reliability:
In addition to accuracy of delivery, network reliability is measured by the frequency
of failure the time it takes a link to recover from a failure

Security Network:

security issues include protecting data from unauthorized access, protecting data from
damage and development.
48 5 gall,
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Chapter Two
2-1 Categories of Networks

Categories of Networks

Network
Local-area network Metropolitan-area network Wide-area network
(LAN) (MAN) (WAN)

1- A local area network ( LAN) is usually privately owned and links the devices in a
single office, building, or campus.
Llaall A (LAN) aus ol Aise g GiiSa 83 3gaY) Jay i g paldd) £UaRl 4S glaa ()5S0 La Bale
Ay s,

Hub

AN

D

An isolated LAN connecting 12 computers to a hub in a closet.
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LAN

» can be as simple as two PCs and a printer in a home office or it can extend to

a company. aslbg ,iguo9S Silp> WSS (Sow
> An Ethernet cable is used to make this

Internet

connection.
JuaiDd iyl JS aadiiy

> size is limited to a few kilometers. V ==

OlyioglS gy Saen

» Main Goal LANs :are designed to allow
resources to be shared between personal
computers or workstations ¢ lpio WapJl
wo BVl G Hslaodl as;liw

» The resources to be shared can include

hardware (e g a printer), software (e g an application program)

Can we shared a data by using LAN? Lolaxiwl oULLJl aS)Lie Sow Jd

> Yes, one of the computers may be given a large capacity disk drive and
become a server to clients. Software can be stored on

9 S lined) Ul pasiung Ul LS 3B Seixi 8>l Awls beaic [ pe
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2-Metropolitan Area Network (MAN)

-It normally It normally covers the area inside a town or a city.

> It is designed for customers who need a high speed connectivity
» o> & yw Jlail ug=>lizy uddl 5L doouan o
» Another example is the cable TV network that.

3- Wide Area Network (WAN)

» It provides long distance transmission of data over large geographic areas
like a country a continent, or even the whole world.
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» The switched WAN connects the end systems, which usually contains a
router (internetworking connecting device) that connects to another LAN or
WAN.

sle> e Bsle (Sgiz sl c@slpdl andVl by, WANES G gt
.S, WAN ol LAN aSein Joais (vl Jaogi jlg>) routera>g;

| C l End system

A\
End system / 'A'Ewu{ » ‘\N A End %I‘I‘]
~~_ WAN _— |
A\ A

a. Switched WAN

Classification of networks by Topologies

Network topologies are Physical and logical network layout. Physical is the

actual layout of the computer cables and other network devices. The logical

layout is the way in which the network appears to the devices that use it.
98 Sxloll ozl . sshiolly Silodl aSadl bdax a raSoadl wlbisglgugs
wséioll budazdl loiw 5,3V @Sl 83e>ly Lgwlsdl GWIS) (sdeall ladazll

lpoiins sl 8305W aSocidl Loy Lpbai (sl @iy, bl oo

Common topologies are Bus, ring, star, mesh and wireless.
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1- Bus topology:

e Uses a backbone to which all of the computers on the network are

connected.

e At any instant one machine is the master (allowed to transmit), all other

machines are required to refrain from sending.

Sl (sle yigmasl 85p>1 guox by Juas duwlwl 8Sios pasuiw
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Advantages of Bus

Disadvantages of Bus

1 | Cheap and easy to implement

Network stop working when
computers are added or removed

2 | Require less cable

A break in the cable bus will prevent
all systems from accessing the

network.
3 |Does not use any specialized | Difficult to troubleshoot. lausSiwl
network equipment. lp>Molg clasVI.

hardware systems

4 | Supported by most software and

Need of arbitration process glix,

11



el S 5 Yl

e lam) dilid) 34,0

2-

to another on the network.

Ring topology: data travels in circular fashion from one computer

Ring Topology

Advantages of Ring

Disadvantages of Ring

Cable faults are easily located,
making troubleshooting easier

Expansion to the network can cause
network disruption g.owgi (S3g; A9

@gpaun W Jlacl 3yaxi Sey | lplidasi (5] @Sl
sVl OliSiwl  Jox low
Jpwl L,=>Wols

Ring networks are easy to install

S il alpw

A single break in the cable can disrupt
the entire network. s$ 1>lg g Unssl
Sl Judasi (] oS540 248 Sl
lploSL.

Better with high traffic rates than
Ethernet 9,0 aS,> wVieo go J29I

oYl oo aldle

Great deal of maintenance and not
suited for large networks ,usJl llaiy
&Sl olad) aday Vg &kl 0
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3- Star topology: - « All computers/devices connect to a central

device called hub or switch.

e Each device requires a single cable

e point-to-point connection between the device and hub.

e Most widely implemented.

Advantages of Ring

Disadvantages of Ring

Easily expanded without disruption to
the network. gowedl g w

Requires more cable ,usJl Cllai
OMSJl 0

Cable failure affects only a single
User e brsd g el sl JuS

J.>|9 PR IENY

A central connecting device failure
is failure for all connections b
VeVl JSJ i osusy o555 ol jlp=ell

Easy to troubleshoot and isolate
problems <Uas VI Glisiowl dgpw
WMol Jjeq lp>Molg

More difficult to implement <ol

Low traffic requires a low
specification twisted pair cable dl
59550 WIS q..a.o.zuiﬂ Hoodl as >
Olavlgedl Lassio Voizxo
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4 -Mesh topology:

- Each computer connects to every other.

e High level of redundancy.
e Rarely used.

e Wiring is very complicated and Cabling cost is high

e Troubleshooting a failed cable is tricky

Advantages of Mesh

Disadvantages of Mesh

1 | Provides redundant paths between
devices 85>Vl w0 33515 wl)luwo ;99

Requires more cable than the
other LAN topologies WIS <dlaiy
aul=oll aSidl wli>glgigb o S|
s,V

2 | The network can be expanded
without disruption to current uses
Jubasi Ug> @Sl gewgi Sy
aJl=J| wlolazwVI

Complicated implementation

14
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5- Wireless Network:

» Do not require physical cabling

> Particularly useful for remote access for laptop users
> Eliminate cable faults and cable breaks.

> Signal interference and security issue.
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| Gateway Gatewal
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Intemet
router

TN ———— Mobile and Figed Hosts =
Advantages of Wireless Disadvantages of Wireless
1 | Allows for wireless remote access Potential security issues associated

with wireless transmigsions
alni yodl @louizoll auoVl JS Uil

o SLwMI JLw, VL
2 | Network can be expanded without Limited speed in comparison to
disruption to current users ,Soy other network topologies ac,.w
oo il zles] gy aSildl gowg | aSuidl wlisglgighy @ )leo 65900
o I S,V
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Chapter Three

Network Layers

LAYERED TASKS: we use the concept of layers in our daily life. As an
example, let us consider two friends who communicate through postal mail.

The process of sending
a letter to a friend would
be complex if there were
no services available
from the post office.

Sender Receiver
a a

g 3
| T

The letter is written, The letter is picked up,
put in an envelope, and Higher layers removed from the
dropped in a mailbox. envelope, and read.
The letter is carried The letter is carried
from the mailbox Middle layers from the post office
to a post office. to the mailbox.
The letter is delivered The letter is delivered
to a carrier by the post Lower layers from the carrier
office. to the post office.

_

The parcel is carried from
the source to the destination.
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Models: notations and historical view

Each layer at the sending site uses the services of the layer immediately below it.
The sender at the higher layer uses the services of the middle layer.

The middle layer uses the services of the lower layer.

The lower layer uses the services of the carrier.

The layered model that dominated data communications and networking
literature before 1990 was the Open Systems Interconnection ( OSI) model

Everyone believed that the OSI model would become the ultimate standard for
data communications, but this did not happen The TCP/IP protocol suite

became the dominant commercial architecture because it was used and tested
extensively in the Internet the OSI model was never fully implemented.

B yilo Lpali (sl @dudall wloas JLw, VI 8890 8 @dub JS pazsiuwsl.
wswgll daadall wloas Llel asdall (88 Jowsodl oazsiwn?.
codesudl asbll wloas (slawgll asdall paziwi3.
U loas (sl asdall pazxiui4.
olusl sde poud Sl sadall 23501l 8 (0OSI) d>giandl dodnW (siudl Jas,Jl 25905 wISS.
1990 ple U8 wllidly wbldl wVlail
owol .z pd 13 oS bl oVlasY (silgl )lsodl puamw OSI z5g0 Ol gaozdl 2iscl6.
w0 Y (88 gawly Bl (sl o,Luizly aolazswY 3l x5Ludl ay,)l=dl @udl TCP/IP JgSgig
.JolSJL OSI z5g05 dusis pis plg

In this Lecture first we briefly discuss the OSI model, and then we concentrate on

TCP/IP as a protocol suite

The OSI Model:

e Established in 1947 the International Standards Organization ISO is a
multinational body dedicated to worldwide agreement on international
standards

B s sSe Ooleadanl! Bodaio diudd P9 1947 ple é 1SO dd gl ol dotiio CownsB @
Adaldl plaodl (e (oJladl
Open Systems Interconnection )
e OSI model It was first introduced in the late 1970 s

17
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e The purpose of the OSI model is to show how to facilitate communication
between different systems without requiring changes hardware and
software

I ool 093 Aalisead) AaaN o JUaSYI e xS gl 9 OSI 390 o poydll @
oLty B3¢ § wilmds

e The OSI model is not a protocol it is a model for understanding and designing
a network architecture that is flexible and robust

Q9B diye ASuds Ay oy o) 3903 98 2 YS9y e OSI Zhga

The OSI model

7 Application I
6 Presentation I
5 Session I
4 Transport I
3 Network I
2 Data link I
1 Physical I

e Each layer defines a group of functions separate from those of the other
layers but each one depends on the others.
Bulg US N9 63 wlidall Laslbg (s dbaiie W ¢l (e ds gocme diub JSouxS @
Sy Olidall s deial gie
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7

B B R

Intermediate

node

=

Intermediate

Device

Application
7-6 interface

Presentation

&-5 interface

Session
5-4 interface

Transport
4-3 interface

Peer-to-peer protocol (7th layer)

———————————————————————— —>—| Application | 7
7-6 interface

———————————————————————— —>-| Presentation I &
&-5 interface

———————————————————————— —>—| Session I 5
5-4 interface

Metwork

Metwork

3-2 interface

Data link

Data link

2-1 interface

Physical

Physical

L

3rd
— - MNetwork I 3

| 3-2interface |

2nd
— Data link 7
2-1 interface
—= Physical I 1
|

Physical communication

Each interface defines the information and services a layer must

> Peer to Peer Processes &ighsdl = &

provide for the layer above it.

» At the physical layer, communication is direct, device A sends a stream of bits

to device B (through intermediate nodes).

Aol i)l P 50 B 5lead! ] il e B3 A 5Ll Juoo rbles JLaYl
» At the higher layers, communication must move down through the layers on
device A, over to device B, and then back up through the layers

dl 5 A Sl e 8392 gl ladall pe Jawdl I JUasYl Jasy of o ¢ JeY1 oladall 8

©lidall ) 6531 850 3920 03 B g

» Each layer in the sending device adds its own information to the message it
receives from the layer just above it and passes the whole package to the layer

just below it.

25 @ dadall o BIAS 31 Doyl J) Aol gila glae ALk Sl g (§ Ak S poi5 >

Bl Lglivad 25 &)1 Aol ) ghaSTy dajonll ) a9 8 ilen Lgin s



el S 5 Yl

e lam) dilid) 34,0

» At layer | the entire package is converted to a form that can be transmitted to
the receiving device

Jutied) g ] loy] oS 73903 ) geSh Aoyl igoxd oy S dadlall (§
» At the receiving machine, the message is unwrapped layer by layer, with each
process receiving and removing the data meant for it.

ALy Judtwb ddas 5 0585 Cum (5,31 9l dads Dyl Cadss eld @iy el g (3
‘.g.] duana]l ubLu.”
» For example, layer 2 removes the data meant for it, then passes the rest to

layer 3 Layer 3 then removes the data meant for it and passes the rest to layer
4 and so on.

P95 o5 .3 dadall I 31 )03 o3 g Lasaseall UL AL 2 dadall pgas cJldl o e
NS94 dadall J| BWI 5039 W dasaseedl UL AL 3 dadall

Organization of the Layers

The seven layers can be classified into three subgroups:
» Layers 1, 2 and 3 (Physical, Data link and Network ) are the network support
layers. They deal with the physical aspects of moving data from one device to

another (such as electrical specifications, physical connections, physical
addressing, and transport timing and reliability).

LS.":”; PRI M‘ 2 wladb P (M‘j OBl Jaslyg cdoolad C)Lﬁ.;.b.ﬂ) Y9 Y9 ) wladll
Alall Sl AsbygSI Slaslgall Jie) 15T dl5ler e SULAI Jad Ll CSlsnlly
(@dgigeg Jal Cudgig cdpslall Lginlly
» Layers 5, 6 and 7 (session, presentation, and application) can be thought of as
the user support layers .
el @eo Gl Ll (ardatlly (2 yally dadrll) 79 69 5 ladall jlas! (S

» Layer 4 the transport layer, links the two subgroups and ensures that what the
lower layers have transmitted is in a form that the upper layers can use.

& 0550 Aubbal Slial) 438 Lo 0 oSy cxias sl i gomoll o L e Jasl i )
ol Wl Oladall oS S5
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7 | Application Layer Human-_compurer interaction layer, where
applications can access the network services
n Presentation Layer
Session Layer Maintains connections anq is responsible for
controlling ports and sessions
Transmits data using transmission protocols
4 | Transport Layer
- including TCP and UDP
n Network Layer Decides which physical path the data will rake

2 DataLink Layer Defines the format of data on the network

Ensures that data is in a usable formar and is
where data encryption occurs

Transmits raw bir stream over the physical

1 Physical Layer K

The functions of layers of OSI model

21
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» Header: Control information added to the beginning of a data packet.
ULl A s Ayl ) Adlaal) a8l il slas sl N

> Trailer :Control information appended ( ended ) to a data unit just in layer 2.
Aod 2 Aalall 850 sa sall L) Bas 5 ) (agiiall) Ailiaall aSaill e shes 1 il adaiall [

> Encapsulation :A packet (header and data) at level 7 is encapsulated in a
packet at level 6. The whole packet at level 6 is encapsulated in a packet at level
5 and so on.
6 Sgiuwndl e Ao (3 7 Sginall e (0Uldly (ul) dojaedl Cadss oy sl
13829 5 (Sgiuned] Jo do> § 6 Sgiuall (o gleSTy dojonll il oy

[F] o7

5 - s
4 - D4
@
> | 52 7 2 2 T

L]
i
|
1 -mummmlmmmmnuuumuuu _mmmmmmmmmunumuuuu|

Transmission medium I

22



G gulall AlSE ¢ YL e lam) dilid) 34,0

Host A Host B
I Application Data ),,I Application
I Presentation Data ),,I Presentation
I Session Data ),,I Session
Transport Segments ),,I Transport

Network

Packets }I Network

Frames | Data Link

Bits }I

A A A A A A A

Physical Physical

I
I
| Data Link
I

e Service point addressing(Port Address): Computers often run
several programs at the same time. For that the data must be deliver
from source to destination to a specific process (running program), this
done in the _transport layer where a header is added. This type of
address called a service point address (or port address).

9 zwly 83 yigueSIl 850>l Jeuid bo BLe 1(dsinll Ulgic) aoazdl dass dgic
8310 audoc (oJl ap>9ll (| ol o UL J85 iz U s wdgll
|8 Cswomuny Aungyi Blay o> Jail adds (58 cls ping o Jasaind] 3,8 2wl )
(Aol Ulgic gl) anazdl dass Ulgic ugliel o gl

e Synchronization: The session layer allows a process to add
checkpoints , or synchronization points , to a stream of data to control
the errors.

ol blas ol (Liuwias blas adlo] ados) duud=dl sl proaws (dsl;oll

sUns VI &8,209 8yl =l po ULl (5835 (sl
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Chapter Four

TCP/IP protocols

The US Department of Defense DoD created the TCP/IP

Transmission Control Protocol/Internet Protocol, TCP/IP: is a set of
communication rules or a protocol suite that governs how data is exchanged

between computers on the internet.

The layers in the TCP/IP protocol suite do not exactly match those in the OSI
model. To compare TCP/IP with OSI, we can say that the TCP/IP protocol
suite is made of four layers, Application Layer, Transport Layer, Internet
Layer and Network Access Layer

LiSez <OSI 2 TCP/IP &)lie Sis .OSI z3ged & 8397 90)l M5 2o ka3 TCP/IP OV Sgig s dsgamme Wlinb Gl Y

rolids auyl (e 09 TCP/IP O Jgi!

Application Layer: The top layer that includes protocols for specific
applications, such as HTTP, DNS and FTP.

(A ariiciad) die Al cliadal aa Jalay

Transport Layer: Manages end-to-end communication and reliability. It
uses protocols like TCP and UDP.

Gliadatl) o i) Ja

Internet Layer: Handles addressing and routing of data packets across
networks, using the Internet Protocol (IP).

4 giad) g 4 531)

Network Access Layer: The bottom layer used for physical and data

link communication, including frames and network hardware.
Y G sl il Jla ) 5 galall Juasyl
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OSl Model TCP/IP Model
Application
Presentation Application
Session
Transport Transport
Network Internet
Data Link B tork
Physical Access

Compare between TCP/IP Model and OSI Model

Some of the common protocols specified by the TCP/IP reference

model layers.
Ayl TCP/IP zdgad wiliids dlauwlgy Badseall daslad! Y gS539 Wl any

Some of the most commonly used application layer protocols include the
following
D paade JSA 22308 Y S 65 5 3 o gpplication

* File Transfer Protocol (FTP): Used for transferring files between a

client and a server on a network.
Aal (8 L)y Jaeall (e lalall Jayy (FTP)elall Jas J S gig e 3

« Hypertext Transfer Protocol (HTTP): the foundation of the World
Wide Web, it is used for transferring webpages and other resources.
Cusll cladia Jail aadiud g daallall Cull 405 Gulad 585 (HTTP): (onil) il Ji5 J S5 50
OAY) 2 ) sall
« Simple Mail Transfer Protocol (SMTP): The protocol used for sending
and forwarding email messages between servers.
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2ol il 4 s Bale)y )Y aadiudl JsS5i50d0 (SMTP): Ll 20l J& JSs550 o
2 G (5 STY
« Domain Name System (DNS): A hierarchical and decentralized
naming system that translates human-readable domain names into IP
addresses.
ALY cilBUail) elad an iy s 3SJaY g (ap Arand alaS ;(DNS) Glaill acd alii e o
AP gl ) il JB coa 51 AL

Which one is better TCP/IP or OSI model?
TCP/IP protocols are the standards around which the Internet developed,
so it gains credibility just because of its protocols.
S 8 1A o ) A0 L g gkl (Al el (& TCP/IP <N S sig 0 v/

LY 8 g Jeay e gl smne
TCP/P and OSIT model
— i Applications —
TELNET
upp
OSI mo TCP/IP
Protocols defined by
the underlying networks
(host-to-networlk)
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Chapter Five

IP Addressing and sub netting

IP Address: A digital identifier is assigned to each device on the network, giving it a
unique address that facilitates access, locating it on the network, and allowing it to
communicate with other devices.

33 g Agl) J g o) g Al Lialidh Ul gie ranay Cuag A o Jlga JS1 ddpt oy (el i ra g
_Sjﬁy\waﬁdbaﬁygﬁwjk,uﬂ\ui&dy

® ClassA
il A s a byte Ul (e bit i b b sannas 5 58 Lal Ui g ASuE (yslis (e saall 138 jaaly
S agdil ¢ 127 50 O 2915 O e Class A sl cglis O i Laa i 45ad (1585 ¢ AY Class A s2all
Crgbind) O (a1 0 eSO i Ada J oY) ) o LS 53 g S bl L e JBIN cpaad ) cpda e Llas
P Oa Tt ) 1aa b
127=01111111:0s2l 4555 0= 00000000
Class A g3l N aily 4] Gijpis 127 50 O a8 by sty IP Olsis

® ClassB
iial) AN o) sis e byte Jsf O bit Js) O e Craaaall o B Ly Saaii gl 14 o glic

520 A8 Llan 13gs 5 clails 0 Adad (585 O (AU ) Laf 1 4lad 4985 ) Y Class B el
1191 = 10111111 < 43 128 = 10000000 (3o $Iai) (p gliadl
e C(ClassC

CBlany Jo¥) il e A 5 Jg¥) ) O (a Cpaanaall ) B Lay Saali gall 138 g glis
Cra #1a0) Cpglind) e Ao Uluas 13y g clagd 0 Aadl) i) ) Jany Lady 1 daddl)
223 = 11011111 < s 5 192 = 11000000

Broadcast address : It is the address used by devices and applications to
send information to all devices on the network

sl Hlgis o

AGAN o 33l ama A claglaal) Sl cliudail) 93 31 U (p addiay ) olgiall o4 @
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A Al GlGAN 535 asar ) cilaglrall Gl Arg sM) §172.16.255.255 @ 4de ALYl (e g @
¢ 172.16.0.0 &) siad) ld A

sl 9 octet 3l byte (= 8 ke aud JS aludl g} ) aesla (198 9 bit 32 ¢ address IP GsSi
Lgat ) cuallaa) Bany A5liS

172.16.30.56 : Jie Akl AV (8 Jouala aud JS (95 9 g piad) AL aladiuly -

a8 e ALY (il o) g e (g giat agia JX P Cpglis O (B QeSS AGAY (il Alatal) 3 34aY) grea ¢
b QS Lagsl 5ad5 192,168.1.3 ¢ siad) 4udl JAY) §192.168.1.2 O siadl Al Laaaai AN & ¢ Slga 292
s) Address node 4l (3lhy g aldl Al gic Lagia JSI (9% 081 5 ¢ 192.168.1 s& 9 Al (O gis
3 A8 Sleall 52 Jo¥) Jlgall Ultka & s 5 Address host
Cagkind) (e A giall (g2al) 4d jaal
0 = 00000000
128 = 10000000
192 = 11000000
224 = 11100000
240 = 11110000
248 = 11111000
252 = 11111100
254 = 11111110
255 = 11111111

t A JSAN o 8 5gal) cngbiad gAY AN clild) 8 6 Laly Al ol gind Jg¥) ) Cmas oty
49 iz 49.22.102.70 : A IP olsis A @ JEal) Jusw o « Network.node.node.node
Al g% o Y ASA oda e Slga JS el (lsis 58 22.102.70 Liin Laly S, Gl gie g

49 ) AA ol gie il

.(Network address ) 10.0.0.0

.(Broadcast address ) 10.255.255.255
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e Physical Addressing Vs. Logical addressing

*Physical Addressing (MAC Address): Used for communication

within the local network only and relies on the lower layers of the
OSI model.

* Logical addressing (IP address): Used for communication between
networks and depends on the network layer in the OSI model.

OS| zisai 84Sl Ak o adiad s Sl doal sl 2235 (IP Address): Agilaia) gl o

e The Internet vs. the Ethernet

o The Internet: A massive global network connecting billions of
different devices and networks (private, public, commercial,
academic, and governmental) around the world

o Al dsa (Ao sSa s dpapalSl ) lad dale duals) ddlisa)l il 53 5ea ) @l ke Ly 5 dadua duale 4503,

. The Ethernet: It is a family of wired computer networking
technologies commonly used in local area networks (LANS).

LAN). sl cil€uall 6 ails IS5 deadioad)l LS Ly gulall clSual il e dlile a0 ciypdll o
(LAN) e o Oe Alile ar iy
signals<l Ly

* Analog Signal: A continuous signal that changes over time in its
amplitude and value.

Leiasdy Lglnu (8 Bl g an A B el g Alualia 3L 1(Analog Signal) 4l 5 uay)
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. Digital Signal: A discrete signal that represents data in bits (O

and 1).
(1 50) Qi s sa B Sl Jid dladia g Aakaiic 3,,L3) 1(Digital Signal) PEVR- R - K\ (S
Value Value
A A

NN

Y

T VU=

Time

a. Analog signal

b. Digital signal

Amplitude B bits sent in 1 s,
A Bit rate = 8 bps
1 | (1] | | 1 1 | i | ] | (1] | 1 [
| 1 1 1 I | 1 I
Level 2 4 = I i j
1 I I
1 I I
[] I I
] ] | .
Level 1 ] 1 : ] | | [ >
I i ' i i i i ls Time
I 1 ] I I I 1
a. A digital signal with two levels
Armphtude
A 16 bits sent in 1 5,
Bit rate = 16 bps
fu -
1T v 10, 01+ O1 v OO v 00 00 « 10
Level 4 ' i | | i i l l
I I I I I i 1
Level 3 R | | l ! ' '
| T [
I I I I I |_ 5 i,
: |
Level 2 : : : : : e
| I I I I
Level 1 : : : : :
I I 1 1 I I 1

b. A digital signal with four levels

The number of levels in digital signals
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Signals in fiber optics are pulses of light that carry data through thin strands of
glass or plastic. These light pulses are generated by a laser or LED, and they
travel through the fiber's core, reflecting off the cladding in a process
called total internal reflection. At the receiving end, a photodetector converts
the light pulses back into electrical.

o

Fiber optics

oda A Aaudl ol glash e A8d; hgd e byl Jead Aigd cliad b dugdl) Gl ol L)
e (o paladip bt Gl ye JEIG g ¢ (LED)s geall oy A alasa i al Adaad g3 dosi gudal) cibidagil
N A pudal) cliagdl) i gun CiALS a0 (Sl Gl dis | SH AR (ulSai) pand les B A

Al S A

Fiber Optics

The use of fiber optics in our telecommunications has allowed for faster and
more reliable long distance information transfer than conventional electrical
cables.

Oy A g ga )zsi}&,ui IS Al sl il il glaall Jasy YLl 8 430 gacall Gl alasind zeans 3
Apadal] 4L e SN L)

TRANSMITTER BLOCK

analog

. . i : light turns on/off
information digital pulses _ g S ki el
coder L light source .. &
> or —®—— > transmitter ): .
converter circuit o

:

digital
information

fiber-optic cable (light pipe)

analog
digital pulses output

shaper
circuit

9—»| decoder >

amp

o 5

RECEIVER BLOCK
photo-cell

or light detector digital output
for computer
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Chapter Six

Mobile Network

Cellular A

Cellular B Mobile Tower

A mobile network isa wireless communication network organized into
geographic "cells,” each served by a base station with a transceiver
antenna. It uses radio waves to allow devices to connect to the network for
voice calls and data services. The network seamlessly hands off a device from
one cell to another as it moves, ensuring continuous connectivity.
52 335 e Aoaeld Aana Lgha S 2225 ) jaa "LOIAM ) Al ALY YL ASuE oo J gead) el A0
cilard 5 4 gaall CLSA 61 Y 2SIl Juai¥l (e 5 3ead) Sl saal 1 s g 2080 ardind JUid 5 Jl )
T aiee Yol Cpacay Lo cadliml ol 5 Al ) AA (e dudlon Sleall 403l Jan bl
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How it works?

Cells and base stations:

The network is divided into cells, and each cell is covered by a fixed base
station. These base stations are connected to the main telecommunications
network.

Radio waves:

Your mobile device communicates with the nearest base station using low-
power radio signals. ddma s 8 Gl 4 ol ) Gl LA aladiuly dase Bl ae aal 5 & lea

Handoff: sl

As you move, your device automatically and seamlessly connects to the next
cell's base station. This process is called a handoff, (Sl J<a & jlea U O a0 LS
A0 Adas el pe Jag yy AasSlass 5

Network infrastructure: 4S.all dsadll 2

Base stations are connected to a core network, often through underground cables,

which routes calls and data to the public telephone network and the internet.
CilallSal) dza i o685 il g ¢l Y1 Cad COLS A e WS bl Ay pulal) cillaaal) Ja 55
i) g Aalad) Ciilgd) e ) clibd)
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Cellular network architecture for a mobile distributed system.

33



G gulall AlSE ¢ YL e lam) dilid) 34,0

. First, your device establishes a connection with one of the available
cellular towers by emitting radio waves. To emit these radio waves, it
needs to have a transmitter and antenna. The transmitter turns the
data into radio waves that get transmitted through the antenna
towards the nearest tower.

s2a Gl g ) ) il g Gy (31 sk e Aaliall 4 glall VLAV 21l aaly Yl ol Jlea i Y
JE sl s g S il Sl Y Slea J3nd s s Jhal Dlea ) Sleall zling ecila sall
gr A G Sl e

. The base stations cover an area or "cell." When joined together these
cells provide radio coverage over a wide geographic area. <ase s
W\jm\)»mgkuqud\)myy L@_..a:u.ah)\aj\ a&.ia.umj AJ;}\AAL.\ADJQM\

. some of the transceivers are moving through more than one cell
during transmission.

JloY) el s e ST e JUEaY) 5 Jla Y 8 el (any o el

. handover (or handoff) in a mobile network isthe process of
transferring an active call or data session from one cell (a coverage
area of a base station) to another without interrupting service.

Ailaia) Sanlg A (e cilily duads of Aladts LallSa Ji5 Dplas 8 J ganall ciilgl) ASud b ol
dasil) pUali) (93 s AT ) (Al ddasa 4kl
» hard handover, breaks the connection before making a new one.

» soft handover, connects to the new cell before breaking the old
one for a smoother transition.

WiMax Base Station (BS)

A

/ A\
i Mobile Node
9 : A

1 HoriZontal Handoff 2L
(WiMax) /
b / !

Wi-Fi Access Point
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3G, 4G, and 5G (Genertations)

« The main difference between 3G, 4G, and 5G is the advancement in network

generation, leading to significant improvements in speed, latency, and capacity.

+* 3G enabled mobile broadband.

+ 4G made high-definition streaming and video calls possible.

+» 5G offers ultra-fast speeds, lower latency for near-instant responses, and

the ability to connect a massive number of devices simultaneously.

Ciliad ) sl Lee el a5 (8 skl sa (ualall g a1 5 BN Jaad) L (a1 G340
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latency is the time it takes for data to travel from a user's device to a server and

back, measured in milliseconds.

Feature 3G
Generation

Primary Use Basic mobile

broadband, email,

web browsing

Peak Download | Up to 3.6 Mbps

Speedic .l i

Average Around 1 Mbps
Download

Speedic il Jaxa

Latency 100-500 ms

Key Advantage | Introduced mobile

broadband

Third Generation
(introduced 2001)

4G

Fourth Generation
(introduced 2009)
HD video
streaming, video
calls, online gaming
Up to 100 Mbps

Around 20 Mbps

30-50 ms
Higher speeds and
reliability
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5G
Fifth Generation
(introduced 2018)

Real-time applications,
VR/AR, 10T, smart cities

Up to 10 Gbps

Around 100 Mbps

1-10 ms

Ultra-high speed, low
latency, and high
capacity for numerous
devices



