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Abstract

The widespread use of smartphones with internet connectivity has
resulted in the storage of sensitive data. This has heightened the need to
perform reliable user authentication on smartphones in order to prevent an
adversary from accessing such data.

Biometric systems are getting further attention in the field of
mobiles Security. Iris recognition is one of the fast, accurate, reliable and
secure biometric techniques for human identification and verification. It
provides automatic authentication of an individual based on
characteristics and unique features in iris structure.

In this thesis, we build an efficient iris recognition system (IRS) in
smartphones environment in order to decrease the error rate in the
identification and verification process and obtain high recognition rate.
This system consists of five main stages aiming to build an efficient IRS ,
the stages of the system are: (1) Picking up the iris patterns, (2) Locating
the iris boundaries, (3)Transforming the iris boundaries to the polar
coordinate system, (4) Features extraction, and (5) Pattern matching.

The proposed system uses a new method of circular histogram to
find initial center of the iris in noisy images . In iris segmentation stage
uses circular distribution of angles to segmented iris, for feature
extraction uses three methods: (1)Color Histogram (CH), (2) Hu moments
(HMs) and (3) Zernike moments (ZMs) to extract features and represent
those features as numeric vectors stored in database so that they can be
used in pattern matching stage and achieve high matching rate. Pattern
matching stage uses (K Nearest Neighbor (KNN) ) to find the similarity
degree between the two irises, one is the tested iris template and the other

stored in the database.



The proposed system has been tested by using MICHE -1 (Galaxy
S4) dataset has been registered 85% segmentation accuracy. The results
indicate that the proposed system has high average accuracy rate
compared to other existing methods where it (80% ) average accuracy
rate using (MICHE GS4) with ZMs, (78.6% ) average accuracy rate with

Color Histogram feature , and (50.5%) average accuracy rate with HMs.
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Chapter One General Introduction

Chapter one
General Introduction

1.1 Introduction

A ‘Smartphone’ is defined as a mobile phone that can be used as a
small computer and that connects to the internet, in spite of the first
smartphone - IBM Simon - was introduced more than two decades ago,
the world witnessed an immense evolution of smartphones after the
introduction of the first iPhone in 2007, the world noticed a great growth
for smartphones, the present smartphones are not only a computer, a
camera, a database, a phone, a locator and contain all the information in
the world at our fingertips, but a personal companion that can be
considered part of our daily life , It is speculated that the smartphone’s
role as a constant companion, helper, coach and guardian has only just
begun[1].

"In less than two year, a smartphones could be your only
computer”, wrote Christina Bonnington on wried.com in 2015[2],
referring to the rapid takeover of the consumer computing market by
smartphones and tablet computers .

Modern phones and tablet computers provide unparalleled
convenience to users, allow them to browse the social network, check
emails, take photographs, bank and shop online on the go. Many modern
mobile devices are provided with high resolution cameras, GPS, radio,
accelerometer, and other sensors that enable novel application, such as
instant video calls, navigation, fitness, and support for many other
applications not practical with traditional laptop and desktop

computers[3].
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The number of mobile phone users worldwide is expected to pass
the five billion mark by 2019 [4], and by 2018, the number of tablet
computer users is projected to reach 1.34 billion [5].

This proliferation of smartphones and tablets raises concerns about
the security and privacy of data stored on mobile devices if there are lost,
stolen, or hacked. An attacker with physical accesses to a mobile device
can potentially steal a user's banking information, read his/her emails,
look at private photos, and perform other criminal actions. The scale of
the problem is vast, according to the consumer Reports.org, 2.1 million
mobile phones were stolen and 3.1 million phones were lost in 2013 in
United states alone [6].

The initial countermeasures for restricting unauthorized access of
mobile devices were password (e.g Google Android-based device ) and
four digit PIN codes ( e.g iPhone smartphones and iPad tablets).
However, this approach has proven ineffective, for the sake of
conveniences, many users choice easily guessable passwords and PINs.
For example ,according to TIME magazine, the most widely iPhones PIN
numbers in 2011 were are follows :

1.“1234” 2. “0000” 3. “2580” 4. 11117
5.“5555” 6. “2683” 7. 08527 8. “2222”
9.“1212” 10. “1998”

Similar problems still exist in 2016 [7,8].

Unlike PCs and laptops, users store their personal data on the
smartphone, health information, passwords, daily calendars, and much
more[10]. Hence, secure authentication of a smartphone user’s identity is
crucial.

There must be a mechanism to authenticate users and it is difficult
to be imitated or stolen which is unique to each user to achieve security

balancing for smartphones. ‘Biometrics’ could be ideal for this

2
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purpose[1]. Some devices that have the ability to capture biometric data

are shown in Figure (1.1).

(d)

() (@) (h)
Figure (1.1) : Examples of mobile devices capable of capturing biometric data: (a)
smartphones, (b) tablet computers, (c) digital cameras, (d) digital video recorders, (e)
wearable activity trackers (e.g., Fitbit), (f) wearable head-mount displays (e.g.,
Google Glass), (g) 3D sensors [e.g., STRUCTURE (2014)], and (h) portable game
consoles (e.g., XBOX Kinect)[1].

1.2 Biometrics

Biometrics is the science of recognizing individuals depend on
their physical or behavioral traits, there are more physical characteristics
that may be used for identification such us fingerprints, hand geometry,
palm prints, iris patterns and retinal patterns, behavioral characteristics
include signature, keystroke dynamics and voice pattern[11].

Traits of individuals that can be used for identification or
verification purposes. refer to the technology of identifying a person or
verifying a person identity based on these unique biometric traits. Such
technology is widely deployed in several applications today, from
immigration and border control to access control in online banking,
ATM, laptops, and mobile phones[12,13]. Passwords and PINs are

susceptible to loss, theft, and guessing attacks. Similarly, magnetic cards
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are subject to loss, theft , forgery, and duplication. Biometric-based
techniques, on the other hand, are resilient to such threats: people’s
biological traits cannot be misplaced or forgotten, and are difficult to steal
or forge[12]. Biometric techniques are categorized as either st(tic or
(T mic. Static biometrics examine physiological traits of the individual
such as face, fingerprints, iris, and hand geometry. Dynamic biometrics
examine behavioral characteristics such as keystroke dynamics and
voiceprints. Some biometric types are shown in Figure (1.2).

Any physiological or behavioral traits which satisfy a number of
requirements such as universality, permanence, distinctiveness,
performance, collectability, acceptability, and circumvention can be
classified as a practical biometric trait, out of all the multiple physical
characteristics available, for physiological characteristics the iris is
consider a common examples that can be used [1]. A brief comparison of
these modalities is shown in Figure (1.3).

A good biometric is described by using of a feature that is highly
unique so that the chance having of any two people will be minimal with
the same characteristics, stable so that the feature doesn’t change over
time, and be easily captured in order to provide convenience to the user,

and prevent misrepresentation of the feature[13].



Chapter One General Introduction

Fingerprint

Retina

Keystroke Signature Gait Voice

Figure (1.2) TExamples of different biometric types[13].

BIOMETRIC FINGERPRINT FACE HAND GEOMETRY IRIS VOICE
NN 1
A\ |
\\ 4
Barriers to Worn ridges; hand None Hand Visual Speech
universality or finger impairment impairment impairment impairment
Distinctiveness High Low Medium High Low
Permanence High Medium Medium High Low
Collectibifty Medium High High Medium Medium
Performance High Low Medium High Low
Acceptability Medium High Medium Low High
Potential for Low High Medium Low High
circumvention

Figure (1.0) [ Comparison of various biometric modalities[11].

1.[0[ris [ecoglitio[ |

Iris recognition is the method of recognizing individuals depend

on their iris pattern. As in Figure (1.4), the annular area within the eye

5



