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Abstract

Internet of Things (IoT) applications nowadays have a wide impact on
people’s daily life while the size of IoT has been increasing rapidly. Millions
of devices, a huge amount of data ,and different kinds of new protocols
can bring many security issues. In addition, the malicious activities have
increased with more sophisticated attacks, that will result in higher risks.
Therefore, the security aspect is becoming increasingly important year-after-
year.

LoRaWAN is a MAC layer protocol for long-range low-power communica-
tion dedicated to the IoT. It can be used to transmit messages between IoT
end devices and gateways. However, since the development of LoRaWAN is
still at an early stage, the security level of the protocol is not well developed,
and the need for analyzing and developing the security level of LoRaWAN
is necessary and urgent.

In order to be benefited from this modern protocol, it will be applied
in a practical manner in the Ministry of Interior/Civil Status Directorate,
Passports and Residence in Kirkuk Governorate/National Card(ID). This
section is connected with the sub-districts in the same geographical area
for exchanging data as an alternative to the Internet service due to the
problems and its interruptions .

This thesis summarizes the secure features of LoRaWAN in the aspects of
activation methods, key management, cryptography. Then, vulnerabilities
of LoRaWAN are found, can be exploited by an attack. Attacks based on
these vulnerabilities are designed and described. These attacks are replay
attack, eavesdropping, bit flipping, and ACK spoofing.

As a proof-of-concept, the bit flipping attack is implemented and
executed in a LoRaWAN environment. Afterward, mitigation and secure
solution against this attack are given to protect the security of LoRaWAN
networks by adding an encryption layer and digital signature by an adaptive
method of elliptic curve cryptography to transfer data.

The result of the proposed system can be used in developing the security
level of LoRaWAN protocol.
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Introduction

1.1 Introduction

Recently, the Internet has spread to every part of the world and has a direct
impact on human life. As we entered the era of the most widespread digital
communication, many of the devices will be connected to the Internet, that
is, we have entered an era Internet of Things(IoT)[1].

Let us highlight the most popular definitions in the world of IoT first of
Vermesan et al. in [2] which they defined IoT as an interaction between
the digital world and the physical world where the two worlds interact via
the use of many actuators in machines and embedded sensors.

In [3] Pena-Lopez et al. define [oT as a model, network capabilities and
computing can be embedded in it of an object, these capabilities are used
to inquire about the state of the object and change state if possible. We
can use them collaboratively to achieve complex tasks that require a high
degree of intelligence[1].

The fact, radio waves are easily available and inexpensive. Perhaps the
most prominent requirements of IoT area are low bandwidth communica-
tions over a long range with low power and cost.

Popped up Several wireless communication standards such as Wi-Fi
and Bluetooth, which are characterized by their speed in transmitting
data over short distances, therefore it is not to be suitable for long range.
Therefore many companies and researchers went to the development of
modern technologies to transmit data over long distances at a lower cost

with low energy. That was the reason for the emergence of Low Power
Wide Area Networks (LPWANSs)[4].
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LPWAN technologies (NB-IoT, LoRa, SigFox,. .. etc) successfully offer

wide area connectivity from a few kilometers to tens of kilometers with

low power, low data rate, and low throughput applications. Their market
is expected to be huge, where is about a quarter of overall thirty billion
[oT/M2M devices are assumed to be connected through the Internet using
LPWAN(5].

Formation of LPWAN networks by using several technologies such as
(IEEE 802.11ah, IEEE 802.15.4g, and LoRaWAN), where are into one wide
area network|[6].

The proposed system of this thesis will discuss the possibility working a
private network with distances of up to more than one kilometer in an urban
environment scenario and data interchangeability for one important of the
prominent LPWAN technologies, LoRaWAN™ 7] without the need service
of Internet and provide sufficient information to deal with this technology
and the LoRaWAN networks, which allows the user to build his network
easily without the need to take approvals and licenses by companies or
institutions, and an important benefit of the proposed system is to serve
the public interest into the provision of money and the cost of equipment.

LoRaWAN has able to the deployment of private and public networks.
The work of this net similar to cellular ones.

LoRAWAN (Long Range Network Protocol) [5], mainly developed in
January 2015 by the LoRa Alliance to facilitate IoT applications[8][9][10].
That guarantees the full compatibility between the objects of IoT, without

need to the complex local applications|[11].
1.2 Motivation

The motivation behind the proposed system is that many international
companies have shared in this new technology, especially Semtech and its
LoRa products, and it is expected that in the next few years a market will
be flooded with the products associated with this technology. And the
problems with the Internet service and the continuous interruption of service.
Therefore, this study will be using the LoRaWAN technology was chosen
as an ideal alternative to the INTERNET to transfer data, but recently,

many studies have reported a security vulnerability that can develop into
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an attack in the LoRaWAN technique called "bit-flipping attack'[12]. This
attack changes specific fields in a cryptographical text without decryption

13].
1.3

1.4

The Aim of The Thesis

Establish a large-scale low-cost network in urban areas to exchange

data in high confidentiality without the need to use the Internet.

Connect to a remote database for the purpose of dealing with the

stored data.

Adding an extra layer of security to increase the integrity(reliability)
of data sent within this network using an adaptive method of the
elliptic curve cryptography without affecting the efficiency of the

network and the speed of data transfer.

Using a modern technology, which has become a top technology of
digital communication for the Internet of things, and how to adapted

it with the proposed system to exchange data.

The proposed system prevent dealing with the data that has been
manipulated by the bit-flipping attack.

Literature Review

A little research and literature have been published on LoRa platform and
the LoRaWAN stack. This section will be focused on the study of literature

and backgrounds to understand the LoRa platform and its applications.

In [14] Magrin et al. give a detailed overview of the LoRa platform
and the IEEE 802.15.4 standard, it is the LoRa base which is used
in the IoT environment, by using the star topology in the unlicensed

Sub GHz spectrum.

In [15] Gheorghiu et al. give an initial assessment of LoRa’s standard
and give an overview of the understanding of the protocol itself. In
addition, it provides the differences between LoRa and other radio

standards.
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o In [16] Lee et al. give a way to protect the message from the risk of
bit-flipping attack. By shuffling the location of all octets in the frame
payload.

o Ramachandran et al. in [17] by using the LoRa protocol and one
among its maximum important capabilities, the potential to limit
deployment complexity via wherein gadgets and nodes automatically
hook up with the network and transmit obtained data, that is reduced
the electricity consumption. Also, it explains the importance of chirp
spread spectrum (CSS)[18][19] and its impact on the scalability of the
LoRa network, providing multiple data rates over frequency ranges.
A Table comparing the data rate, spreading factor [20] and the radio
bit rate can be seen in (Table 2.1). That paper also highlights testing

techniques for range which are incorporated in this thesis.

o As an application, there are little papers that relied on this technology.
In [21]and [5] the covering of LoRa technology was evaluated for

outdoor cases.

o Authors in[22] made the attempt to apply LoRa technology for health

and wellness monitoring.



