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Abstract 

This work introduce study for one of the relation between points on elliptic curve group 

which may can use it to attack some of elliptic curve cryptosystems kinds by solving the 

elliptic curve discrete logarithm problem ( ECDLP ) which are Weil pairings where we 

describe the basic concepts for elliptic curve group points operation and some type of elliptic 

curve that we can fined Weil pairing on it and also we explain all the terms concerning with 

this property and how to compute it by arithmetical example and introduce some of 

conclusions that we  get it in this  work .   
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  حساب اقترانات ویل لزمرة نقاط المنحنى الاھلیلجي

  
  شاكر محمود سلمان 

  قسم الریاضیات 

  كلیة التربیة الأساسیة 

  جامعة دیالى 

 

  الخلاصة

یقدم ھذا البحث دراسة لواحدة من العلاقات الموجودة بین النقاط  في زمرة نقاط المنحنى الاھلیلجي والتي یمكن أن تستخدم 

تشفیر المنحنیات الاھلیلجیة عن طریق حل مسالة اللوغاریتم المنفصل في المنحنى الاھلیلجѧي وھѧي  لمھاجمة بعض أنظمة
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حیث نستعرض المفاھیم الأساسیة للعملیات الحسابیة في زمرة نقاط المنحني الاھلیلجѧي   ( Weil Pairing )اقترانات ویل

, وكѧذلك سنوضѧح جمیѧع المفѧاھیم المتعلقѧة بھѧذه الخاصѧیة وبعض أنواع ھذه المنحنیات التي یمكن إیجاد اقترانات ویل فیھا 

  وكیفیة حساب الاقترانات من خلال مثال عددي ثم نستعرض بعض الاستنتاجات التي تم التوصل إلیھا من خلال العمل . 

  

  .اقترانات وایل  ,دالة نسبیة  ,قاسم  ,اقتران  ,منحنى اھلیلیجي  -:كلمات مفتاحیة

 

Introduction 

Elliptic curve cryptography ( ECC ) was proposed independently in 1985 by N.Koblitz and V. 

Miller [ 6 ] . Since than, an immense amount of research has been dedicated to securing and 

accelerating its implementations . ECC has quickly received a lot of attention because of 

smaller key-length and increased theoretical robustness . 

 Elliptic curve cryptosystems depending the concept of elliptic curve discrete logarithm 

problem ( ECDLP)where there is no known sub exponential algorithm to solve this problem 

in general [ 9 ]in some cases of several groups of elliptic curve points there are algorithms can 

solve    ( ECDLP ) [ 1]   . 

 A Computing some pairing in this group can help to solve ( ECDLP ) , the Weil 

pairing consider one of these pairings which we will discuss it in this article . Where we 

introduce some basic mathematical concepts about group of elliptic curve points and it’s 

operation and how to define elliptic curve on finite complex field so we introduce the 

definition of Weil pairing and use it to solve elliptic curve discrete logarithm problem on 

several kind of elliptic curves which we will discuss it and latest  we describe this way .  

 

Essential  Mathematical  Concepts 

 In mathematics , an elliptic curve is an algebraic curve defined by equation of the 

form:    

           

 

Which is non singular , that is has no cusps or self intersections .  

So in prime finite field elliptic curve defined by the form  

)......(: 164
2

2
3

31
2 axaxaxyaxyayE 
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)...(.......................................:)( 232 baxxyFE p   

the curve is non singular curve mean that the discriminate of this equation is not equal to zero 

[10] where   

).......(..........min',)( 327416 23 antdiscriscurveiswhereba    

 The graph of a nonsingular curve has tow components if its discriminate is positive 

and one component if it is negative , as in the figure 1 . 

  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

The j-invariant is another concept for elliptic curve which is the number can we compute it 

from the general equation for elliptic curve and use it for knowing the isomorphism among 

different elliptic curves in the algebraically closed field [10] . 

  

For the curve described in equation  ( 2 ) which denoted by  j ( E )  is:  

)(................./)()( 441728 3 aEj   

Figure (1) the relation between the graph of 
elliptic curve and it’s discriminate 
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 There are different forms for this concept which computed depending  on definition of 

field that the curve defined on it and the equation generates it . 

 The more important property in elliptic curve is the group and its operation which we 

get it from the points of elliptic curve . 

 

Group  Structure   

The pairs of affine    coordinates  ),( yx  where pFx    and  pFy  from the plane   

pp FF   which satisfy the equation of elliptic curve is point of this curve, moreover , these 

point construct abelian group under special binary operation [4] and the identity element for 

this group is point at infinity , we denoted it by  EO   .  

For every two points on a curve  ))(( pFEP   and ))(( pFEQ   it is possible to find a 

third point  QPR     where  ))(( pFER  such that certain relations hold for all points 

on the elliptic curve :  

PQQP
OPPPPthatsuchPexistsThere

PPOOP
RQPRQP

E

EE







)()(

)()(

  

and thus the set of all points is additive abelian group  ),)(( pFE  where :  

If ),(),(,),( 332211 yxRandyxQyxP   where QPR   then  

2

2
1

13131
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yxxyxx
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Where  QP   ; and if   QP  then  

131321
2

3 yxxyxxx  )(,   where     
32

32

xx
yy




    

Notice that since  defined in a field pF that is  is well defined  [12 ] 
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The point at infinity EO  can we prove it on elliptic curve by geometrical method because it 

consider their projective coordinate is ( 0 , 0 ,1 ) and to transform it to affine coordinate made 

it point at   infinity . [10] . 

 

Bilinear  Mapping  

 In this subsection we briefly review the basic fact about bilinear maps which are :  

1- G1 and 1G  are two ( additive ) cyclic group of prime order p .  

2- 1g  is a generator of 1G  and  2g  is a generator of  2G  . 

3-   is a computable isomorphism from  1G  to 2G  with  21 gg )(   

4- e   is computable bilinear map where      TGGGe  21:    .  

5-     TG   is multiplication cyclic group of order p  . 

 

 A bilinear map is a map     TGGGe  21:  , which has the  following  properties :-  

1-Bilinear : ;,, ZbaandGVGUallfor  21  
abVUeVbUae ),(),(   

2-Nondegenerate : 121 ),( GGe .     [ 1 ] .  

 2.3  Torsion  Subgroup   

   The operation of integer times a point and that we know to compute the order of the curve E 

( Fp  ) . we can look at the order of points .The order of a point is the  smallest integer m     ( if 

exists ) such that   EOPm      if such an integer does not exist the point is said to have 

infinite order .  

   Torsion points are points of finite order . To be more precise P is said to be a r-torsion 

point ( were r is a positive integer if       EOPr   .  [ 10] 

   If the curve is defined over a finite field qF , then all rational points are torsion points , 

since their order  divides the order of the curve ( this is a fundamental at group theory ) and 

that the order of the curve is finite as we have seen in the previous section . For later 

developments , we will need to classify torsion points and get information about their 

structure , which leads us do the following definition :-  
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Definition  1 :-  

Let r be a positive integer . The set  

})({][ Ep OPrthatsuchFEPrE   

From a group which is called the r-torsion group .Where qF  is algebraic closure field .  

The r-torsion group consist of all r-torsion points of the curve E defined over the algebraically 

closed set .Note That r is not necessarily The order of The points. it can be multiple of The 

order  . Indeed if  p  has order n Then n is the smallest integer such That  EOPn    but her 

all integer k ; En OPk    as well there P belongs only to )n(E  but to all )( rE  such that 

rn as well . [4] 

 Sometimes we need to deal with a specific subset of this algebraic closure )( pFE  like to the 

base filed )( PFE  or it’s extension   . 

 Definition 2 :  

 Let G be an extension of Fp we can define a group 

}][{][][])[( EOPrGEPGErErGE   

Now we can give structure of E[r] depending or r and the characteristic p of the field . 

 If r is a power of p then  either E[r]=OE ( if E is supersingular ) or E[r]  is isomorphic 

to Zr  ( when E is not supersingular).  

 If p and r are coprime then E[r]  is isomorphism with rr ZZ    in particular it means 

that E[r]  has  2r  elements but with no element of order 2r  . [ 3 ] 

For more about superingular curve and distribution on prime field  see [4]  

 

Elliptic  Curve  Over  Complex Field 

The formulation of elliptic curve as the embedding of a tours in the complete projective plane 

hollows naturally form a curious property at weiersstrass’s elliptic function these function and 

their derivative are related by the formula : 

32
32 4 gzgzz  )()()(  
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where g1 , g2  are constant , )(z   is the weierstrass elliptic function and   )(z  it’s 

derivative [3 ] .  

It should be clear that this relation is in the form at an elliptic curve over the complex 

numbers . the weierstrass function are doubly-periodic; that is they are period with respect to 

a lattice    in essence the weierstress function are naturally defined on a tours  /CT  this 

tours may be embedded in the complete projective plan by means at the map  

))(,)(,( zzZ  1  

 this is group  isomorphism. Carrying the natural group structure of the tours into the 

projective plan. It is also an isomorphism of Riemann surfaces, and so topologically a give 

elliptic carve like a tours .If the lattice   is related to a lattice c where multiplication it  by 

a non-zero complex number   c , then the corresponding carves are isomorphic. 

 Isomorphism classes of elliptic carves are specified by the j-invariant. [ 10 ] the elliptic carve 

may be written in complex number as  : 

322
3

3
2

2
3

2
31

2

2

12

2521
27
11

3
4

21

)(

))(()(

)()(
/











gghenceand

gandg

wherexxxy



 

 Notice the above form sometimes called the modular lambda function [3]  

Elliptic carve over C can be written as : ,1/C  where  C   is a complex number with 

imaginary part 0   here ,1   is the lattice },;{ Zmnmn    

 Every point  of ,/ 1CE     can be represent as  ba   where  10  ba ,    to discuss 

the group law see [ 7 ]  

 

Rational Functions 

One of the many map between two curves is rational function which we need it in this work , 

before we discuss it definition we must look to the following definition :  

Definition 3 :  

Let V1 and V2 in 2P  be projective varieties . A rational map from  V1 to V2 is a map of the 

form :  
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].........,,,,[;: nffffVV 32121    

where )(.........,,,, 1321 VKffff n   have property that for every point  1VP  at which 

nffff .........,,,, 321  are all defined   

2321 VPfPfPfPfP n  ])(.........,),(),(),([)(     [10]. 

 The rational map 21 VV :  is not necessarily a function on all of V1 , however , it is 

sometimes possible to evaluate )(P at point P of V1 where some of if is not regular by 

replacing each if  to igf for an appropriate )( 1VKg  [10] .  

 The rational function on  elliptic curve can we see in another form of  definition  in  [ 

9 ] . we have then an equivalence relationship and we can define the ring and the associated 

field of fractions is the field of rational functions of E . [9]. 

 

Divisors 

Divisors are one of the tools which we need to understand it  before we get to pairings . As 

usual we first begin with a formed definition and then try to give a concrete explanation . 

Let E be an elliptic curve defined over a field  K , for each point )(KEP   we defined a 

formal symbol [ P]  

Definition 4  :  

A divisor D  on E is a finite linear combination of the previous symbols with integer 

coefficients :  

ZaPaD j
j

jj  ;][  

 A divisor is no thing but an element of the free abelian group  generated by the symbol 

[P] .The group of divisors is denoted by Div( E ) and we defined two function of divisor : 

 The degree of  D  is an integer which value is :   

 
j

jjj aPa ])[(deg  

 The sum of  D is a point of  )(KE  , and defined this by :   

 
j

jj
j

jj PaPasum )][(  
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 The subgroup of divisors of degree 0 , which is denoted  )( EDiv 0  , is particular 

interest [10] . 

 If we have a function f which has pole of order 1 at  P , a zero of order 2  in  Q and 

pole of order 1 at OE this can be expressed using divisors simply by saying :  

.][][][)( EOPQfdiv  2  

more precisely , given any rational function  f  we define   )( fDiv   as :  





)(

])[()(
KEp

p Pfordfdiv  

where  )( ford p   is the order of the point  P . 

Since there are only finitely many zeros poles and in equal quantities , hence  )( fDiv  is 

always in  )( EDiv 0  . The divisor of a function  is said to be a principal divisor and the group 

of principal divisors is denoted )(Eprin  and we obviously have : )()( EDivEprin 0   . 

Conversely if )( EDivD 0  then  )( EprinD  if and only if  EODsum )( . [ 3 ] 

 Now suppose we have a divisor  
j

jj PaD ][   and rational function  f  . then we 

kind of extend  f  and define  f ( D ) to be  

 

 
j

a
j

j
jj

jPfPafDf )()][()(  

 

To explain that we consider P,Q and R three points  on E such that lie on the same line   

00  bwherecbyax , . Then the function cbyaxyxf ),(  has three zeros in  

P , Q and R and triple pole at EO  ( see [ 8 ] ) so we can write 

][][][][)( EORQPfdiv 3 now if we consider the line between R and  -R , it’s 

equation is 0 Rxx  ( where Rx  is the  x-coordinate of R  ) so we have   

][][][)( ER ORRxxdiv 2  

and hence we can say :  
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][][][)()()( ER
R

ORPxxdivcbyaxdiv
xx

cbyaxdiv 


  

 

But P, Q  and R on the same line that mean  P + Q  =  -R ( see [4] ) then we get  : 

)(][][][][
R

E xx
cbyaxdivOQPQP




   . 

 

finally  in this section we must note that ][][ QP   and ][][ EOQP   are equivalent .   

                       

The Weil  Pairing 

 The Weil pairing  is a mapping from pairs of points on an elliptic curve to qF  . More 

specifically for us , it establishes an isomorphism between a group generated by P of order  m 

and the  mth root of unity in kq
F , suitable extension field of qF  [ 2 ] . 

 The Weil pairing operates on two points of  )( qFE with the same order  m  the 

collection of all m-torsion points [ 2 ] . 

Where  )(][ kqFEmE   this will be a key for us to compute such a k  . So we may define the 

Weil pairing as :  

Let  m be a positive integer coprime  to p and let  *Km   be the group of  mth  roots of unity 

. Let  ,][, mEQP  let A and B be divisors of degree zero such that 

)()(~,)()(~ eE OPBOPA  and A,B have disjoint support . 

Let   Kff BA , such that :  

                         mBfdivandmAfdiv BA  )()(        

then BA ff ,  are exists because  P and Q  are both m-torsion points also Bandfdiv A )(  have 

disjoint supports , as do  Aandfdiv B )(  .  

The Weil pairing  em  is a function :  

mm mEmEe  ][][:  
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defined as :-  

)(/)(),( AfBfQPe BAm   

the value of ),( QPem is independent of the choice of BA fandfBA ,,  . 

 

We list some useful properties of the Weil pairing :- [1] 

),(),(,][][:)
)

][,),(,)(][)
][),(

),(][:deg)
),(),(),(
),(),(),(

,][,,:)
),(),(,)(,:)

),(,][:)

*

QmPeQPethenmmEQandmEPifcompatible
kisthat

mEQPallforkQPethenkEmEIf
OPthenmEQallforQPeifmorever

OPethenmEPifeneracyNon
RPeQPeRQPe
RQeRPeRQPe

mERQPallforyBilinearit
PQeQPemEQPallfornAlternatio

PPemEPallforIdentity

mmm

m

m

Em

Em

mmm

mmm

mm

m
























6

5
1

14

3
2

11
1



   

we are not to give the rather technical proofs her and we must note that  m must be relative 

prime to q ,so as to get the following properties : 

 

Theorem  1  :  

Let mmEP ,][   relatively prime to q  

1)  There exists a ),(][ QPethatsuchmEQ m  is a primitive mth root of unity . 

2) Let ),(,}{,}{: QReRdefinedbybeFwheeP mqmm k    then is group 

isomorphism .  

 

proof :   see [2] 

To construct the pairing we begin with function field )(EFq  which is , informally the set of 

rational  maps in x and y modulo the equation defending  the elliptic curve whose coefficients 

lie in the algebraic closure of   Fq  . 
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Example 1 :  

consider  the elliptic curve      xxyFE 732
13 :)(  

The points of this curve and it’s order are  

 

Point order Point order 

P0 = OE 1 P9= (5 ,11 ) 6 

P1= (0 ,0 ) 2 P10= (8 ,3 ) 6 

P2= (2 ,3 ) 6 P11= (8 ,10 ) 6 

P3= (2 ,10 ) 6 P12= (9 ,5 ) 3 

P4= (3 ,3 ) 3 P13= (9 ,8 ) 3 

P5= (3 ,10 ) 3 P14= (10 ,2 ) 3 

P6= (4 ,1 ) 3 P15= (10 ,11 ) 3 

P7= (4 ,12 ) 3 P16= (11 ,2 ) 6 

P8= (5 ,2 ) 6 P17= (11 ,11 ) 6 

 

Let )()( EOPD 66 8    where  D is principal  

To fined a rational function  f  such that div ( f ) =D then  

))(
)(

)(
)(

)((

)]()([)]()([)()(

)
)(

)(
)(

)(()()(

)]()([)]()([)()(

)()()(

)]()[()]()[()()(
)()()()()(

1
4

4
88

4
3

442266
4

88
4

3

222244
4

22
1

3

3
888

2

2

6

888

7

888

88
































x
x

xy
x

yxdiv

OPOPOP
x

xy
x

yxdivOP

OPOPOP
x

yxdivOP

OPOPOP
divOPOP

EEE

E

EEE

E

EEE

EE

  

So , the desired function form is :  

     )(
)(

)( 88
4

3
3

3





 xy
x

yxf    
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but ),( yxf13  is undefined at the points P6  and  P7  for that we considered the rational 

function defined at these points where :  

3
6

33

63

33

323

33

23

33

322

3

3

3

3

3
885

3
88

4
54

3
88

4
4

3
88

4
3967

3
88

4
96

88
3
3

4
3

)(
)()(

)(
)(

)(
)()(

)(
)(

)(
)(

)(
)(

)(
)(

)(
)(

)(
)(

)(
)(
)(

)(
)(




















































yx
xyx

yx
xy

x
xx

yx
xy

x
xx

yx
xy

x
xxxx

yx
xy

x
xxy

xy
yx
yx

x
yxf

  

which defined at P6 

Now for compute the Weil pairings let ),( 334  PP  and ),( 146  PQ   

We shall compute   ),( QPe3    

Firstly we choose random points  ),(,),( 2538  UT  and compute  

),(),( 115102  UQandTP   

then the divisors  are  

)
)(

))((()()()()(

)
)(

))((()()()()(

)
)(

))((()()()()(

)
)(

))((()()()()(

9
3121033

9
10333

4
1181133

3
1833

1

1

1

1





















xx
yxyxdivOPOU

xx
yxyxdivOPOUQ

xx
yxyxdivOPOT

xx
yxyxdivOPOTP

EE

EE

EE

EE

 

                    

But  BA fandf   are functions with   

)()()(,)()()( UUQfdivTTPfdiv BA 3333   
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subtracting this  give us :  

    

))((
))((,

))()((
))()((

31210
103

118113
418









yxyx

yxyxf
yxyxx

xyxyxf BA  

 

then that easy to compute   :   

9






)(

)(
)(

)(),(
TPf

Tf
Uf

UQfQPe
B

B

A

A
m  

not that the element  9 has order   3  in  F13  .  

 

Conclusion 

In this article we have describe a simple fact about Weil pairing and it’s application and how 

to computation of this pairing .From that we get some fact that any one deal with this concept 

must know it where if  m is chosen poorly the Weil pairing can degenerate badly and the 

isomorphism mapping is important for this pairing .  

So, the difficulty  actual computing of the Weil pairing of two points is finding  pf  and  qf    

when we work on algebraically closed field  qF   that the extension field Fq must be suitable , 

this mean that if we have an instance of   ( ECDLP ) we can with this pairing map it to an 

instance (DLP )  in extension field kqF if   k  is not too large then we can solve ( DLP ) by one 

of known algorithm for that and hence the Weil pairing becoming important for public key 

cryptosystem . 

  The another difficulty of computing the pairing is how to chose the rational functions 

and how to chose A and B coefficient on elliptic curve . 

 The more research for supersingularity   of elliptic curve and isomorphism among 

curves in the same field and defined elliptic curve over complex finite field we see necessary 

for study the Weil pairing  .        
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